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Abstract

The amount of masking will depend on the number of
subbands to which the permutation is applied.
In this paper we investigate security and efficiency
of the above system using a specific implementation
[Dav97]. We will show that this basic system can provide various degrees of masking of information and
does not have drastic effect on the compression ratio.
To assess security of the system we will examine possible attacks. In particular, we demonstrate a plaintext
attack that uses a number of well chosen transform
coefficients to derive the secret permutation. We argue that if higher security is required a block cipher
algorithm can be used to mask the coefficients of the
lowest subband while permutations are used for the
other subbands.
The paper is organized as follows. First we briefly
review the wavelet compression system used in our experiments and then in Section 3.1 present the encryption scheme using a random permutation. In Section
4 we present our attack and using block encryption to
enhance security, and in Section 6 conclude the paper.

Wavelet compression for digital images achieves very
high compression with reasonably high image quality
and so is widely used in various applications. Adding
security to compression algorithms has been proposed
in a number of compression systems with the aim reducing the overall cost of compression and encryption.
In this paper we propose a combined compression and
encryption system based on wavelet transform and examine its security. Our results show that with a relatively small added cost varying degrees of security can
be obtained while maintaining the performance of the
compression system.
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Introduction

Wavelet compression for digital images achieves very
high compression with reasonably high image quality.
Adding security to compression algorithms has been
an attractive proposition especially in the context of
electronic commerce applications which require various levels of security and have to cater for other system constraints such as low bandwidth and/or storage. Traditional methods of encrypting the compressed data, although provide very high security but
could be unacceptable for many applications due to
the added computation and hardware and/or software
costs. So flexible systems that can provide various
levels of security at varying implementation costs are
needed.
To add security to a compression system a key dependent transformation must be used. A key is a secret
piece of information that is used during the encryption and allows its owner to correctly recover the message while preventing everyone else from accessing the
message. We use a simple key dependent transformation, that is a family of permutations indexed by the
key, to transform the wavelet coefficients. The decoder
applies the inverse permutation before processing the
coefficients while the unauthorized user who does not
know the key is prevented from recovering the image.

2

Wavelet Image Compression

In a wavelet compression system an image is decomposed into subbands which are represented by realvalued wavelet coefficient sets. The transform stage
is followed by a quantization stage which converts the
real-valued coefficients to whole numbers. Finally an
entropy coder is used to compress the output of the
quantizer. The transform stage is invertible and the
compression is the result of quantization and entropy
coding stages. There are numerous approaches to
quantization with varying levels of performance.

2.1

Transform

Discrete wavelet transform consists of a sequence of
wavelet filter banks. In the 2-dimensional transform,
firstly each row of the image is decomposed into coarse
and detailed parts and is down-sampled, and then
each column of the coarse and detailed parts is decomposed into coarse and detailed parts and is downsampled again. This results in four parts: coarse-
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